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EDUCATIONAL BACKGROUND

Korea University, Republic of Korea 2018 - 2022
Ph.D. course GPA: 4.17/4.5
Department of Information Security, Graduate School of Security

e Thesis: currently working on it.

Korea University, Republic of Korea 2016-2018
Master’s degree GPA: 4.33/4.5
Department of Information Security, Graduate School of Security

e Thesis:

Seungho Jeon, “An Efficient Neural Network Model-based on Mutation Operator,” Korea University, 2018.

Myongji University, Republic of Korea 2009-2016
Bachelor’s degree (Summa Cum Laude) GPA 4.43/4.5
Department of Computer Engineering

RESEARCH INTERESTS

e Program testing, Fuzzing, Symbolic execution
e Blockchain/Smart contract security

e Deep learning, Reinforcement learning

SKILLS

e Programming skills:
JAVA, Python, Solidity(for writing smart contract)

e Framework experiences:
Spring Boot, Django, Hardhat

e Data science:
Deep learning, Machine learning, Reinforcement learning

e Binary analysis

e Blockchain:
Web3, Geth

PUBLICATIONS (JOURNAL)

J1 Donghyun Kim, Seungho Jeon, Kwangsoo Kim, Jaesik Kang, Seungwoon Lee, Jung Taek Seo, “Guide to
Developing Case-based Attack Scenarios and Establishing Defense Strategies for Cybersecurity Exercise
in ICS Environment,” Journal of Supercomputing, 2024. (Recently accepted)


mailto:shjeon90@gachon.ac.kr
https://shjeon90.github.io/

J2 Minseo Kim, Seungho Jeon, Jake Cho, Seonghyeon Gong, “Data-Driven ICS Network Simulation for
Synthetic Data Generation,” vol. 13, iss. 10, 2024.

J3 I Hwan Ji, Ju Hyeon Lee, Min Ji Kang, Woo Jin Park, Seungho Jeon, Jung Taek Seo, “Artificial
Intelligence-Based Anomaly Detection Technology over Encrypted Traffic: A Systematic Literature Re-
view,” Sensors, vol. 24, iss. 3, 2024.

J4 InSung Song, Seungho Jeon, Donghyun Kim, Min Gyu Lee, Jung Taek Seo, “GENICS: A Framework
for Generating Attack Scenarios for Cybersecurity Exercises on Industrial Control Systems,” Applied
Sciences, vol. 14, iss. 2, 2024.

J5 Ju Hyeon Lee, Il Hwan Ji, Seungho Jeon, Jung Taek Seo, “Generating ICS Anomaly Data Reflecting
Cyber-Attack Based on Systematic Sampling and Linear Regression,” Sensors, vol. 24, iss. 24, 2023.

J6 Donghyun Kim, Seungho Jeon, Jiho Shin, Jung Taek Seo, “Design the IoT Botnet Defense Process for
Cybersecurity in Smart City,” Intelligent Automation & Soft Computing, vol. 37, iss. 3, 2023.

J7 Seungho Jeon, Jung Taek Seo, “A Synthetic Time-Series Generation using Variational Recurrent Au-
toencoder with Attention Mechanism in Industrial Control System,” Sensors, vol. 24, iss. 1, 2023.

J8 Gyeongtaek Choi, Seungho Jeon and Jongsub Moon, “A Seed Scheduling Method With a Reinforcement
Learning for a Coverage Guided Fuzzing,” IEEE Access, vol. 11, 2024.

J9 Seungho Jeon, Chobyeol Shin, Eunnarae Ko, and Jongsub Moon, “A Security Scheme for Distributing
Analysis Codes Supporting CDM-Based Research in a Multi-Center Environment,” Computer Methods
and Programs in Biomedicine, vol. 226, 2022.

J10 Seungho Jeon and Jongsub Moon, “Dr.PathFinder: Hybrid Fuzzing with Deep Reinforcement Concolic
Execution toward Deeper Path-First Search,” Neural Computing and Applications, 2022.

J11 Seungho Jeon, Chobyeol Shin, Eunnarae Ko, and Jongsumb Moon, “A Secure CDM-based Data Analysis
Platform (SCAP) in Multi-Centered Distributed Setting,” Applied Sciences, vol. 11, iss. 19, 2021.

J12 Seungho Jeon, Jongsub Moon, “Malware-Detection Method with a Convolutional Recurrent Neural
Network Using Opcode Sequences,” Information Sciences, vol. 535, 2020.

J13 Seungho Jeon, Jeongeun Seo, Sukyoung Kim, Jeongmoon Lee, Jong-Ho Kim, Jang Wook Sohn, Jongsub
Moon, Hyung Joon Joo, “Proposal and Assessment of a De-Identification Strategy to Enhance Anonymity
of the Observational Medical Outcomes Partnership Common Data Model (OMOP-CDM) in a Pub-
lic Cloud-Computing Environment: Anonymization of Medical Data Using Privacy Models,” Journal of
Medical Research, vol.10, iss. 20, 2020.

J14 Sungyup Nam, Seungho Jeon, Jongsub Moon, “A New Password Cracking Model with Generative
Adversarial Networks,” Lecture Notes in Computer Science, 2020.

J15 Sungyup Nam, Seungho Jeon, Jongsub Moon, “Generating Optimized Guessing Candidates toward
Better Password Cracking from Multi-Dictionaries Using Relativistic GAN,” Applied Sciences, vol. 10,
iss. 20, 2020.

J16 Sungyup Nam, Seungho Jeon, Hyongyo Kim, Jongsub Moon, “Recurrent GANs Password Cracker For
TIoT Password Security Enhancement,” Sensors, vol. 20, iss. 11, 2020.

PUBLICATIONS (CONFERENCE)

C1 Seungho Jeon, Jung Taek Seo, “SP-Fuzz: Fuzzing Soft PLC with Semi-automated Harness Synthesis,”
International Conference on Information Security Applications, 2023.

C2 Tlhwan Ji, Seungho Jeon, Jung Taek Seo, “AE-LSTM Based Anomaly Detection System for Communi-
cation Over DNP 3.0,” International Conference on Information Security Applications, 2023.



C3 Donghyun Kim, Seungho Jeon, Jiho Shin, Jung Taek Seo, “OCR Meets the Dark Web: Identifying
the Content Type Regarding Illegal and Cybercrime,” International Conference on Information Security
Applications, 2023.

C4 Sungyup Nam, Seungho Jeon, Jongsub Moon, “REDPACK: Relativistic Discriminator for Password
Candidates Effective PACK,” In proceedings of the 15th Asia Pacific International Conference on Infor-
mation Science and Technology, 2020.

C5 Sungyup Nam, Seungho Jeon, Jongsub Moon, “A New Password Cracking Model with Generative
Adversarial Networks,” International Conference on Information Security Applications, 2019.

AWARDS

e Selected paper at International Conference on Information Security Applications(WISA) for “Recur-
rent GANs Password Cracker For IoT Password Security Enhancement,” 2019.
TALKS
e STEALIEN ACS EDU, “Basic Operating Systems & Process Management,” 2024.
o AR T D12, “UCS A vl o] the 54 B4 AR 5 . 2024,
e [CT ZES) 2ASETS, A5 AZEC] HoFd X 7140 AAer ule” 2023,
o CPS Het #]a, “UrAA|o Al 2R ol 4] Soft-PLCthgt 7, 2023.
e NetSec-KR, “AFgA| oA 2o A Aoz 2] o] it Het Bl AH,” 2023.

PATENTS
o (29) AP9, A5E, $AH, DA, o, Aol T Avkel M4 FA L 152, 1020230176754,
2023
o (58) BEH, 45T, THIT B4 @764 A tho)T CDM Hlo|HE BAst] 9Ig SRE A4
gl 9] "kl > 026232430000 2024.
. (5%) F9E BEH, 4T, 45T, G54, M AR B W2 Aol B Z|ure] 34 dlo] o] 7]
ZF2] 9 7 7 1024860180000, 2023.



